[EPEYEHL MEP, -~
PENSITCTBYIOIMUX HECAHKITNOHUPOBAHHOMY JOCTYILY K
MEPCOHAJTLHBIM TAHHBIM

I. OBHIUE ITOJIOXEHUS

1.1. Hacrosmuii IlepeueHs Mep, HaIpaBJIEHHBIX Ha IIPEIOTBpAICHUE
HETPABOMEPHOTO WCIOJB30BaHMUS IIEPCOHAIBHBIX [NaHHBIX (Hanee - IlepedeHp
Mep). MyHuimnagbHoe —OIODKETHOE — JIOMIKOJNBHOE — 00meo0pa3oBaTebHOe
yupesxxaenne Ne 4 (Jamee MBIOY n/c Ne 4) omnpenender MOPSIOK
MIPOTUBOAECUCTBUAS HECAHKIIMOHUPOBAHHOMY  HCIIOJIb30BAHMIO IIE€PCOHAIIBHBIX
JAHHBIX COTPYIHMKAaMH, UMEIOIMMHU JOCTYIl K TaKOW MH(MOpMALUH, a TaKXKe HX
OTBETCTBEHHOCTh, B CIlyuae COBEpIICHHMs UMM  JEHCTBHMM, IIOBJICKIIMX
HeTpaBOMEpHOEe HCIIOJIb30BAaHUE IIEPCOHAIBHBIX JaHHEIX.

1.2. Ilenpro HaACTOSIIErO JOKyMEHTa  sABJLIETCS  YCTaHOBJIICHHE B
YUPEXKIECHUH IPOLENYD, II03BOJIAIOIIUX:

-  HCKJIIOYHUTh BO3MOXXHOCTH  HECAHKIMOHUPOBAHHOIO  JOCTyIa K
NEPCOHAILHEIM JAHHBIM M UX HCIOJB30BaHUSA DPAOOTHUKAMHU YUPEXKICHHS H
TPETHUMH JIHLIAMU B COOCTBEHHBIX UHTEpecax B ylepd HHTepecaM IpaxiaH;

I1. TEPMUHBI U OITPEJAEJIEHUA

B mnacrosmueM Ilepeune Mep TPUMEHSIOTCS CIEOYIOIIME TEPMUHBI U
OTIpEHETICHUS:

2.1. Ilepconansubie panneie (ILI) - mo6as mHbOpPMAlMA, OTHOCAINASACS K
ONPENE/ICHHOMY WM OIpefelsieMOMy Ha OCHOBaHMH TaKOH HMH(OpMaluu
duznyeckomy Jmny (cyowsexty I11), B ToM 4ucie: haMuiivs, UMs, 0TYECTBO, IO,
MECSII, JaTa U MECTO POXXICHUS, apec, CEMEHHOE, COIMAIbHOE, UMYIIECTBEHHOS
TI0JIOJKEHHE, 0Opa3oBaHue, Ipodeccus, T0X0IbL, ApyTras HHGOpMaLHs.

2.2. Ormeparop NEpPCOHATBHBIX JaHHBIX - TOCYIapCTBEHHBIH OpraH,
MYHHUIUIIATBHEIA Oprad, I0pUANYecKoe WM (QU3NYECKOe JIUIO, OPraHU3yIOMIue U
(umy)  ocymecTBILIOmKE 00pabOTKy IEPCOHAIBHBIX  JaHHBIX, a TakKxke
OTIpeIeTISIFOIIKE LIeJTH U COIepiKaHue Takoi 06paboTKH.

2.3. UndopmaumoHHas cuctemMa  IEPCOHAIBHBIX  JaHHBIX -
HHGOOpPMaIMOHHas ~ CHCTeMa,  IpeJACTaBiLIomas  cob0OM  COBOKYIIHOCTB



MEPCOHAIBHBIX  JaHHBIX, coAepxkamuxcs B 0ase [aHHBIX, & TaKKe
MHOOPMAIIMOHHBIX TEXHOJIOTUA M  TEXHUYECKUX CPEICTB, II03BOJISIOIIMX
OCYIIECTBIIATE OOpabOTKy TaKUX IIE€PCOHANBHBIX JaHHBEIX C HCIIOIL30BAHHEM
CPEICTB aBTOMATU3AIMY WK 0€3 HAINYKs TaKUX CPEJCTB.

2.4. OOpaboTka TII€PCOHAIBHBIX MaHHBIX - JeifcTBUA (omepalyu) ¢
NIeEpCOHAIBHBIMA ~ TaHHBIMH, BKJIO4ass cOOp, CHUCTeMaTU3aldio, HaKOIUICHHE,
XpaHeHue, YTOYHEHUE (oOHOBIIEHHUE, U3MEHEHUE), HCIIOJIb30BaHUE,

pacmpocTpaHeHrde (B TOM 4Hcie Iepefady), oOe3nuuuBaHUe, OJIOKUPOBAHUE,
YHUYTOXEHUE TIEPCOHANIBHBIX JaHHBIX.

2.5. Ilpumensiemple B IlepeuHe Mep MOHATHA M OIpPENEJCHUS, HE
IIpUBeJIEHHBIE B HACTOSINEM pa3felie, UCIOJIb3YIOTCA B COOTBETCTBUH C IIOHATHAMUA
U ONpeeNeHMsMH, COACpXKAaIlUMHCA B  3aKOHOAATelbcTBE  PoccuiicKoi
denepanuu.

III. OBUIUE ITOJIOKEHUE O ITEPCOHAJIBHBIX JAHHBIX U
MOPAJKE NX NCITOJIb30OBAHU A

3.1. ITepcoHasnbHBIE JaHHBIE MOTYT OBITH IIPEACTABJIECHBl B Pa3IMYHOM BHIE,
B TOM 4Hcie B OyMaXXHOM WJIH JIEKTPOHHOM.

3.2. llepconailbHBIE [aHHBIE MOTYT II€pelaBaTbCs TOJBKO TEM JIMIAM,
KOTOPBIM OHH HEOOXOIUMBI [UIs MCIIOJHEHUS MMHU CBOHX IIPSAMBIX HOJDKHOCTHBIX
00513aHHOCTEH.

3.3. Corpymauku MBJIIOY nm/c Ne 4, ocyluecTBIAIOIHE IPOBEACHUE,
06paboTKy M y4eT NepCOHAIBHBIX JaHHBIX HE MMEIOT IIpaBa IepeaBaTh AaHHYIO
nHbOpMAIUIO TpeThuM JuiaM u pabotHukaM MBJIOY n/c Ne 4, pexum foctyma
KOTOPEIX HE MNpeIyCMaTpuBaeT BO3MOXHOCTH 00JamaHWs Takod MHpopManuew,
100 HUCIIOIB30BATE €€ B JIMUHBIX LIEJIIX.

3.4. 3a UCIIOB30BaHUE U Pa3JIAllCHUE MEePCOHAIBHBIX NaHHBIX, COTPYTHUK
MBJIOY n/c Ne 4 HeceT NepCOHAJIBHYIO OTBETCTBEHHOCTE B COOTBETCTBHU C
IOJKHOCTHOM MHCTPYKIKEH U JeHCTBYIOIUM 3aKOHOAATENECTBOM Pd.

IV. OCHOBHBIE MEPBI (ITPOLHEAYPLI), IPEIIATCTBYIOIIHUE
HECAHKIITMOHUPOBAHHOMY UCIIO0JIb3OBAHMIO
IHNEPCOHAJIBHBIX JAHHBIX

4.1. Tlom mporexypamMu. MpPENATCTBYIOIIUMHE HECAaHKIIMOHHPOBAHHOMY
UCIOJIE30BaHUIO TIEPCOHAIBHBIX [aHHBIX, B LEIIX pealu3allid HaCTOSIIETO
JNOKYMEHTAa, IIOHUMAIOTCS MEpPOIPUATHL 1o MIPEeIYTIPEKICHULO
HECAHKIIMOHMPOBAHHOTO HCIIOJIB30BAHUA, OIEPATUBHOMY U IIOCICIyIOIEMY
KOHTPOJTIO HMCIIOJIb30BaHMs IIEPCOHANIBHBIX JAaHHBIX, IPOBOJUMEIE COTPYAHUKAMHU
MBJIOV n/c Ne 4.

4.2. BMBJIOY n/c Ne 4 npuMeHSIOTCs CIIEAYIOLIIE MEDEI,
IPENSTCTBYIONINE HECAHKIIMOHUPOBAHHOMY JIOCTYITY K IIEPCOHAIBHBIM JaHHBIM!



- OrpaHUYeHHe IOCTYIa K IIePCOHAIBHBIM JIaHHBIM B CIIELUATU3UPOBAHHEIX
IIPOTPaMMHBIX CPEJICTBaX;

- 3alIUTa IEPCOHATIBHBIX JAaHHBIX IIPH UX 00paboTKe U apXHUBHPOBAHHM;

- OrpaHWueHHe [OCTyNa MOCTOPOHHUX JIMIl B IIOMELIEHWS YUPEKIACHHUI,
IpeaHasHaueHHbIE ISl OCYIecTBIeHus paboTsl ¢ I1/];

- 3ammTa paboynx MecT pabOTHHUKOB, OCYIIECTBIIOIUMX OIEPaldd C
IPOrPaMMHBIMU CPEICTBAMU;

- KOHTPOJIb 3a cobuoeHreM padbotaukamMu MBJIOVY n/c Ne 4 TpeboBanuu
3aKkoHOIaTebCTBa PO 1 WHEIX HOPMATHUBHBIX IIPABOBEIX AKTOB.

4.3. B mensx MpOTHBOACHCTBUS HECAHKIMOHUPOBAHHOMY HCIIONB30BAHMIO
IIEPCOHABHBIX JaHHBIX, MPEJOTBPAIIECHUS YTEUKH U OOECHEeueHUs] COXPaHHOCTH
niepcoHaTBHEIX HaHHEIX, MBJIOY n/c Ne 4 ucrons3yercs ClEIyOMUA KOMILIEKC
MEpOINPUATUH.

4.3.1. OrpaHu4eHre JIOCTyTa K CIy)keOHOH MHpOpManuu B IIPOrpaMMHEIX
cpencTBax:

- ofecreyeHde JIOCTylla K JaHHBIM TOJBKO B IpelesiaX IIOJIHOMOYHM,
TIPEICTABIEHHBIX HEMOCPEICTBEHHO HCIIOMHUTEIIM, O0ECIIeYUBAOIINM BEICHHE,
06paboTKy u ydet uHpopmanuu ¢ I1J1;

- YCTaHOBJIEHHE HHAUBUIYAIBHBIX KOMOB U Iapoiell JOCTyma K JaHHBIM LT
KaX/I0TO UCIIOJHUTEIL;

- OCYIIECTBJICHUE aJMUHHCTPATUBHBIX U TEXHMYECKMX MEp. HAlPaBJICHHBIX
Ha MCKIIOYEHHE HECAHKIIMOHMPOBAHHOTO [OCTYIla K J[JaHHBIM: OJIOKHPOBaHHE
JOCTyIla IIOJI30BATENsl B CHCTEMY, B Cilydae OOHapyXKeHHs IIOIBITOK
HECaHKIMOHUPOBAHHOTO  JOCTyIla,  YCTaHOBKAa  IIPOIPaMMHEBIX  CPEJICTB,
OINOBEMIAIONMX OTBETCTBEHHOTO 3a OpPraHM3alyio paboThl HO OOECIICUCHUIO
3aIUTE UHGOPMAIMH O IMOIBITKE HECAHKI[MOHUPOBAHHOIO JOCTyIa, OIOKHUPOBKA
pabouero MecTa HapyIIUTELs;

- KOHTPOJIb 33 COOJIONEHHEM pexXruMa OoOpalleHus MEPCOHAIBHBIX JIaHHBIX
OCYIIECTBIIAETCS OTBETCTBEHHBIM 32 OPraHW3alUI0 PabOTEl 110 0OECIEUEHHIO
3amuTE UHGOPMAIINH, a Tak e 3aBexyoruM MBJIOY m/c Ne 4.

4.3.2. 3ammra nepcoHANBHBIX JaHHBIX IIPU ee 00paboTke U apXUBUPOBAHUH:

- ofecrmeyenne OyOMMpOBaHMs JAHHBIX B IIpollecceé HX BBOJA,
TIpeIyCMaTPUBAIOIIEe COXPAHHOCTH IIEPBHYHOI0 HOCUTEN HH(OOPMALIUH;

- YCTaHOBKa IPOTPaMMHBEIX CPEICTB I CO3MaHUS PE3EPBHBIX KOIIHH,
CIIOCOOCTBYIOMMX OBICTPOMY BOCCTAHOBJIEHUIO TaHHBIX;

- HCIIOJIB30BaHMe CHUCTEM 3alllUTHl MHPOPMAIMOHHO-TEXHUYECKUX CHCTEM U
KaHaJIOB CBSI3M OT YTEUKH [IEPCOHATBHBIX JaHHBIX;

- OCYIIECTBJIEHHE PE3EPBHOr0 KOMHPOBAHUS (BOCCTAHOBJIEHHMS) TOJIBKO
YTIOJIHOMOYEHHBIMH COTPYIHUKAMU:

4.3.3. OrpaHiyeHre JOCTyIa MOCTOPOHHUX UL B oMemmennd MBJIOVY n/c
Noe 4, npenHasHayeHHBIE I OCYIIECTBIEGHHS cOopa, o0pabOTKM M XpaHEeHUS
nHpopmaruu [1]] ocyIecTBIAIOTCS 38 CUET:



- COOJIO/IeHMs MOPSAKA W MPaBHI JOCTYIa B CIy)KeOHBIe IIOMEIIECHHS B
coorsercTBUM ¢ [lomoxxeruem o samute ITJI 8 MBJIOV m/c Ne 4, yTBepskIeHHOM
3aBeIYIOLIHIM;

- OTPaHUYCHHUEM JIOCTYNa PaOOTHUKOB U TIOCTOPOHHHUX JIMI[ B IIOMEILEHNE, B
KOTOPOM pa3MeIICHBI [IEPCOHAIEHBIE KOMIIBIOTEPEI, BBIUMCIUTE/ILHEIE CHCTEMEI U
CHCTEMBI TeJICKOMMYHHKALMHK [ OCYIIEeCTBICHHUS onepanuii ¢ IT]1.

4.3.4. 3amura pabounx MecT pPabOTHHKOB, OCYIIECTBISIOMUX cOOp U
obpabotky IT/1:

- 3alIUTa OKOH B CJIy’KEOHBIX ITOMEIICHHUSX OT BHEIIHEI AUCTAaHIHUOHHOTO
HaOJIIOICHNS JKAJTFO3U U IITOPaMH; _

- 9(heKTHBHOE pa3MelneHHe pabovnX MECT COTPYIHHKOB VI MCKITIOYCHHUS
BOSMOXXHOCTH HECaHKLHOHHUPOBAHHOTO MPOCMOTPa MOKYMEHTOB M HMH(pOpMAaIuH
Ha MOHHUTOpax;

- CcoOrofieHne COTPYOHUKAMH IOJIPA3feNieHHid IpaBUI IO 0OeCIeYEeHHIO
3aIUThl HHGOPMAIMK IPU paboTe ¢ HePCOHATBHBIME KOMITLIOTEPAM.

4.3.5. OrpaHuyeHue JOCTyma K MePCOHAIBHBIM JaHHbIM:

- JOCTym pabOTHHUKOB K HEOOXOOWMBIM [JOKYMEHTaM, TOJBKO JUIS
BBITIOJTHEHHSI CBOUX CITy)K€OHBIX 005S3aHHOCTENH;

- NIPOBEACHHE WHBEHTAPU3ALMU MECT XPaHEHMs JOKyMEHTOB, COIEPIKAIIX
IIepCOHAJIbHBIE IaHHEIE,

- KOHTPOJIb 3a COOMIOAEHNEM YTBEPXKICHHBIX BHYTPEHHUX PETIaMEHTOB.

4.3.6. Konrpois 3a cobmoaenuem padotaukamu MBJIOV n/c Ne 4

TpeGoBaHui 3aKOHOJaTeNIbcTBA PO 1 HHBIX HOPMATUBHEIX IIPABOBEIX aKTOB,

perymupyromux paboty ¢ 1[I, BHyTpeHHUMY JOKYMEHTaMH, BO3TI0KEH Ha

saseayromero MBJIOV n/c Ne 4,

V. OCYHIECTBJIEHUE ITPOLEAYP, IPEIIATCTBYIOIINUX
HECAHKIITUOHUPOBAHHOMY UCIIOJIB30BAHUIO
INEPCOHAJIBHBIX TAHHBIX, 1 KOHTPOJIA 3A UX UCIIOJTHEHUEM

5.1. IlpoBeneHue mpouenyp, NpPENATCTBYIOIINX HECAHKIHOHMPOBAHHOMY
UCIIOJIB30BAHUIO MMEPCOHANBHEIX JAHHEIX. M OCYIIECTBJICHHE KOHTPOJISI BKIIFOYAIOT
B ce0s:

5.1.1. Ycranosienue TpeGoBaHUII O HepasIJIalleHWH IEePCOHANBHEIX
JaHHBIX.

5.1.2. KonTposs 3a BelnonHeHueM pabotaukamu MBJIOVY n/c Ne 4
TpeOoBaHUMN JEHCTBYIOIEro 3aK0OHOJaTeIbCTBa PO 1 BHYTPEHHUX JOKYMEHTOB
MBJOVY n/c Ne 4.

5.1.3. YBenomienne pab6otHrkoB MBJIOY n/c Ne 4, UMEOIUX JOCTYI K
nHopmanuu o I1J[, 0 HEIOMyCTUMOCTH OCYINECTBIIEHHs onepanuii ¢ I1]] kKak B
CBOMX MHTEpecaX, Tak U B HHTepecax TPEThUX JIUIL.



5.1.4. IIpoBeneHue OnepaTUBHBIX IIPOBEPOK Ha MIPEIMET BO3MOXKHON yTEUKU
NIEpCOHATIBHBIX MAAHHBIX B CiIy4asX, [PEAIOJIaraloliX HECaHKIMOHUPOBAaHHOE
HCITOJIE30BAHUE ITEPCOHAJIBHBIX JaHHBIX.

5.1.5. Hampasnenue cBemeHuii pykosoactBy MBJIOY n/c Ne 4 06
YCTaHOBJIEHHBIX (o6HapyKEeHHBIX) CITydasx HECaHKLMOHHPOBAaHHOIO
HCIIOJIb30BaHNUS NIEPCOHANIBHBIX JaHHBIX.

VI. OTBETCTBEHHOCTD

6.1 OTBETCTBEHHBIH 3a OpraHU3aIUI0 PabOTHI 10 06€CIEYEHUIO 3aIUTE
UHQOpMAaIIMN OTBEYAET 3!

- OCYIIECTBJIEHHE KOHTPOJS HCIIOJHEHHs IIOJIOKEHHH HOpPMAaTHBHEIX
JOKYMEHTOB II0 BOIpOCaM OpraHu3alid U 3PPEeKTUBHOrO (pyHKIHOHUPOBAHUS
cucTeMbl BHyTpeHHEr0 KoHTposst MBJIOVY n/c Ne 4;

- KOHTpPOJb WCIIONHEHWS BHYTPEHHUX HOPMATHBHBIX JIOKYMEHTOB
YUpeXJeHHs: [0 BompocaM obecredeHrss KOH(GUIACHIUAIBHOCTH INEPCOHAIBHBIX
naHHex B MBJIOV /¢ Ne 4: '

- TMpoBelieHHWE CIyXeOHBIX paccieloBaHMM 1O (akTaM BO3MOXKHOIO
HEMpaBOMEPHOT'0 UCIoNb30BaHus padoTHrkaMu MBJIOY n/c Ne 4 mepcoHalbHBIX
IaHHBIX, O Pe3yJIbTaTax KOTOPBIX HE3aMEIUTENIBHO YBEIOMILIET 3aBEAYIOIIETO.

6.2. PabotHuku MBJIIOY n/c Ne 4, KOTOpBIM CTaldi WM3BECTHHI (HaKTHI
HETNPaBOMEPHOI'O HCTIONB30BAHUSL MEPCOHAIBHBIX MAHHBIX IPU OCYIIECTBICHHUH
poeCCHOHATBHON  JIeATEebHOCTH, MOJDKHBI He3aMe[UIUTeNIBHO JOJIOXKUTE 00
aToM 3aBenyromemy MBJIOY n/c Ne 4.

6.3. OTBETCTBEHHOCTh COTPYIHUKOB M JODKHOCTHBIX Jiull MBJIOY n/c Ne 4
3a HapyIIeHWs peXuMa OOpallleHusi C IEepPCOHAIbHBIMUA JAHHBIMH M IIOPSJIOK
HAJIOXKEHUS B3BICKAHUS:

6.3.1. Buasl B3pICKaHUM, IPUMEHAEMBIX K COTPYIHUKAM U JI0JDKHOCTHEIM
aunamM MBJIOY a/c Ne 4 HapyIIUBIIMM peXUM 0OpalleHus C IEPCOHATIBHBIMU
IAHHBIMU:

- IpeLyTpeKICHHE;

- BBITOBOD;

- YBOJIbHEHUE C pabOTHI;

6.3.2. B3pickanue Ha coTpynauka MBJIOVY n/c Ne 4 nanaraetcs
3aBEAYIOLIUM.



